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TCP/IP

m TCP/IP je sada protokoltu pro komunikaci pocitacu pres internet.

m Zapouzdreni dat
— Strana odesilatele
— kaZda vrstva pfida k datum kousek informac
— Na strané prijemce je proces opacny e Packet

Ramec

TCP Segment




Aplikacni vrstva

m Aplikace vyuzivajici prenos dat po siti
m Priklady: Telnet, FTP, SSH, HTTP, DHCP, DNS atd...

m Pro rozliSeni aplikagnich protokollu se vyuzivaji Cisla portu



Aplikacni vrstva — SMTP

m Simple Mail Transfer Protocol

m Pro rozesilani mailu

m PouzZivan mezi SMTP servery

m Ma dnes jiz mnoho vylepseni (ESMTP)
m VSe definovano v nékolika RFC

m https://cs.wikipedia.org/wiki/Simple Mail_Transfer_Protocol


https://cs.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol

Aplikacni vrstva — HTTP

m Hyper Text Transfer Protocol
m Pro komunikaci s WWW servery
m VSe definovano v nékolika RFC

m hitps://cs.wikipedia.org/wiki/Hypertext_Transfer Protocol


https://cs.wikipedia.org/wiki/Hypertext_Transfer_Protocol

Aplikacni vrstva — HTTPS

m Hyper Text Transfer Protocol Secured

m Pro zabezpecenou komunikaci s WWW servery

m V podstaté se jedna jen o zapouzdieni HTTP do TLS
m Vice protokoll zvolilo podobny zplsob zapezpeceni

m hitps://cs.wikipedia.org/wiki/Transport_Layer_ Security


https://cs.wikipedia.org/wiki/Transport_Layer_Security

Relacni vrstva — SSL/TLS

m Transport Layer Security
m Sifrovana komunikace end-to-end
m Funguje nad transportni vrstvou ISO/OSI

m https://cs.wikipedia.org/wiki/Transport_Layer_ Security


https://cs.wikipedia.org/wiki/Transport_Layer_Security

Transportni vrstva

m Vrstva zajistujici kontrolu celistvosti dat

m [CP

m UDP

https.//cs.wikipedia.org/wiki/Transmission _Control_Protocol
Checksum

Sekvencni ¢islo — fragmentace dat (spravné ~ "Gt~ T server

Potvrzovani packeti (ACK) L

State changes to |
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https://cs.wikipedia.org/wiki/Transmission_Control_Protocol

Sitova vrstva

Vrstva zajistujici sitovou adresaci, smérovani

Protokoly: IP, ARP, RARP, ICMP...


https://cs.wikipedia.org/wiki/lnternet
https://cs.wikipedia.org/wiki/IP

|P — Internet Protocol

TCP/IP Packet

32 bits
0 4 8 16 19
. . . . Version | Length | Type of Service Total Length
u Defl n UJ € Stru ktu ru I P d Iag ramu Identification Flags Fragment Offset
% Time to Live Protocol Header Checksum
o
Ad ., f,_ Source Address
. resovani i Destination Address
Options
Data
m  Smeérovani
Source Port Destination Port
Sequence Number
m Fragmentace a sestaveni packetu : Acknowledgment Number
O TCP Flags :
= | Offset | Reserved CEUAPRSE Window
Checksum Urgent Pointer
TCP Options



http://ComputerHope.com

|IPv4

m Protokol prepravujici data bez zaruky (zaruku zajistuje vySsi vrstva)
m Poskytuje 232 cca 4 miliardy adres
[ | 32 bitova adresa IPv4 |Pw4 address in dotted-decimal natation

m Maska a podsitovani 172 . 16 . 254 . 1
¥ ¥ ¥ \ 4

10101100 .00010000,11111110,00000001

m Adresy v4 8 hits '
— 127.0.0.0 — Loopback '
— .255 - Broadcast
- .0-sit

3z hitls (2 bytes]

m Privatni adresy v4
- 10.0.0.0
- 192.168.0.0
- 172.16.0.0



IPV6

m RozSifeni adresniho prostoru - 2128

Kazdé zarizeni bude mit svou viastni IP adresu vb6

[ |

m \/ysokorychlostni prenaseni dat
m Jednodussi smérovani

m Adresa v6 = 128 bitu

m Specialni adresy

m Druhy:
— unicast adresy
— multicast adresy
— anycast adresy

Zkracovani IPv6 adresy

.nize zapsany stejné IPv6 adresy

.2001:0db8:0000:0000:0000:0000:1428:57ab
.2001:0db8:0000:0000:0000::1428:57ab
.2001:0db8:0:0:0:0:1428:57ab
.2001:0db8:0:0::1428:57ab
.2001:0db8::1428:57ab
.2001:db8::1428:57ab

48 bits

16 bits

2201:0db8:3c4d:2012:0000:0000:1234:56ab

L Global prefix Subnetl Interface ID J
64 bits 64 bits

Special IPv6 Addresses

+ All networks and used when specifying a default static
route.

+ It is equivalent to the IPv4 quad-zero (0.0.0.0)

» Unspecified address and is initially assigned to a host
when it first resolves its local link address

:: /0

1:/128

1:1/128

FE80::/10

FF00::/8

All other addresses

MEN

+ Loopback address of local host

+ Equivalent to 127.0.0.1 in IPv4

+ Link-local unicast address

+ Similar to the Windows autoconfiguration IP address of

169.254.x.x

+ Multicast addresses

+ Global unicast address



Vrstva sitovéeho rozhrani

m ZajiStuje pfenos ramcu

m Definuje metody pfistupl na medium

Ethernetframe
P bl Source Destination Tvpe
e Address Address P Data FCS




Semin

Q-

=



zdroje

m http://ijs2.8u.cz/index.php?option=com content&view=article&id=15&ltemid=121

m https://www.mdpi.com/2076-3417/6/11/358/htm
m https://medium.com/@agokhankosem/ipv6-address-types-975¢c502f9475
m https://slideplayer.cz/slide/12257150/

m https://www.researchgate.net/fiqure/Global-unicast-1Pv6-
address fig1 329550931

m https://reaper81.wordpress.com/tag/preamble/
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